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Basic Facts
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AstaZero (coordinator)

Budget total MSEK 13.8 of which MSEK 6.88 from Vinnova
20 Sep 2021 — 31 Mar 2023
Vinnova Dnr 2021-02487

Vinnova call "Avancerad och innovativ digitalisering - varen
2021"
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Roleplay Exercises
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Cybersecurity Exercise Process
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Mobile network configuration
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Security Automation in 5G Networks

 5Gis very secure, rel 15 comes
with security enhancements

* Automation of security baseline
configuration and policy
compliance checks

* Monitoring and detection of
4G/5G network threats

— Radio Access Network
— Core Network
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GNSS Spoofing and Jamming

e Spoofing — falsifying and

Spoofing Tools

L) L] L)
transmitting GNSS signals to
C re a te fa I S e p O S i ti 0 n ) S p e e d a n d * Test-tool that mimics an authentic GPS * GPS receiver concatenated with a « If the position of the target's antenna

signals. spoofing transmitter (down to cm-level) is known the
simulated signal can be more accurately
hd . . « Generated signals are not synchronized « Synchronizes to real world signals for synchronized with authentic real-world
tl m e I n a u S e r re C e I Ve r with real world signals and may look like parameters like position, time, signals at the receiver (signal code and
noise for a receiver. satellite ephemeris, navigation carrier phase)
message but not code phase, carrier
or Doppler frequency and generates a + May use multiple transmit antennas as a
° J : : : : spoofing signal which is more difficult "counterfeit" to mitigation mechanisms
a I I l I I I I n g — I n te r e rl n g W It to discriminate from authentic signals such as angle of arrival (AOA)
* Projecting signals with the correct « User receiver utilizing multiple antennas
: M tti delay and signal strength can deduce that the signals are incorrect
eq u I p l I Ie nt y tra nSl I l I ng O n t e since the real signals would arrive from
« The strength of the spoofing signal multiple directions

should be slightly higher than
authentic real-world signals to

same frequencies as the e
equipment to be interfered with

to prevent accurate position,

time or speed
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Information Sharing using MISP
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Threat Sharing

MISP — Malware Information Sharing Platform

Open-source threat intelligence and sharing
platform

Sharing Indicators of Compromise (loCs) in a
structured way

C3P learnt that sharing loCs across organizations
(in roleplays) is very important and instructive
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Thank you!
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* Contact: Katarina Boustedt, Project Manager,

katarina.boustedt@astazero.com
* This project has received funding from Vinnova V I N N OVA
under contract Dnr 2021-02487 Sweden’s Innovation Agency
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