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Cyber security requires both an understanding 
of the current global threat picture and insight 
into how these threats can affect the actual 
systems of a company or organization.

Recorded Future performs global collection and 
analysis of threat, actor and vulnerability data. 
KTH tailors threat modeling and attack 
simulations of organizations' actual systems 
according to the current threat picture. By 
combining these capabilities, in a completely 
unique way, the relevant threat picture can be 
assessed in real time and measures taken to 
reduce the real risk from cyber attacks. Results 
will be validated together with Swedavia.
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Structured data from technical/code sources

Unstructured/content sources

Internet→Intelligence
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Threat Modelling and Attack Simulations

● Attack simulations can evaluate the risks affecting your system

○ Manual system specification

○ AWS or Azure environment 
■ Scans your environment and builds a digital copy

■ As granular as you allow it to be

● Probabilistic simulation
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Environment SecuriCAD Simulation

SecuriCAD, how it looks/ works
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Areas of improvement 

● Lacks access to current real world data
○ Assumptions based of research 

○ Pulls data from “static” lists

○ Slow to react to changes in threat levels

● Manual setting alterations needed to update 
○ Reacts to alterations from inside, not outside
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E-mails

AWS keys

CVE

Trends

C2 Ingestion
Simulation enrichmentAPI
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The data  

● Credential leaks + AWS keys
○ Parameters that have a powerful impact on simulations. 

○ Natural connection between our systems

● CVEs + C2s

● Trends
○ Industry , Geo, Threat Actors, Attack Vectors 



Putting the Intelligence Graph to work: 
Threat Map
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Attacker 3
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NOTE: in reality, only Attacker 1 would be shown, since the 
map requires some intent AND capability
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Automated Risk Scoring - A Measure of Resilience!



The Modern Security Stack is Automated
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Events
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Thank you!

Staffan Truvé PhD
CTO & Co-Founder
truve@recordedfuture.com
@truve
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