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Idea

Cyber security requires both an understanding
of the current global threat picture and insight
into how these threats can affect the actual
systems of a company or organization.

Recorded Future performs global collection and
analysis of threat, actor and vulnerability data.
KTH tailors threat modeling and attack
simulations of organizations' actual systems
according to the current threat picture. By
combining these capabilities, in a completely
unique way, the relevant threat picture can be
assessed in real time and measures taken to
reduce the real risk from cyber attacks. Results
will be validated together with Swedavia. ‘l}l-Recorded Future’
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Internet->Intelligence

YRIBUMOCTH
B MUHYBLIME BbiXOAHbIE PaspaBoT-Mki Mozilla BsINyCTAA JKCTPEHHOE 0BHOBNEHKE BesonacHocTi Ans Firefox.

CpOUHSIE METHM YCTPaHANM & Bpay3epe 4Be YAZBHMOCTI HYNEBATD AHA, KOTOPHIE YKE MCNON30BANNCY XaKepamM B aTakax

[I58 WCTPABAEHHbIE YASEAMOCTH MONYVAN MASHT) CVE-2022- .mozilla.org/en-US/securi isories/
mfsa2022-09/) CVE-2022-26485 1 OB OLIEHUBAIOTCA KaK KPUTUHECKUE

MpaGAemb! OTHOCATER K Tvny Use-after-free (MPOTPaMMa NLITAETER MCNOALIOBATE PAHEE GUMLIEHHYIO NaMATE) M o6e Bkt 06HapYX

Unstructured/content sources £HBI ¥ MCCNEA0BATENSMM 13 KOMNaHA Qihoo 360.

CooBLLaET, 4TO NEPBAR M3 YRIBUMOCTEN CBRIAHA yYAANEHIEM NapaMeTpa

Extensible Stylesheet Language Transformations (XSLT)
B0 BpEMA 06PABOTKM, 3 BTOPAA GLIMGKA MOXET BbiTh BblIBAHA a « 80 WebGPU (IPC)
XOTR PaspaBoTumvki He COOBILAINT KAKMX-NGO AETANel 0 HABNIOAAEMbIX NONLITKAX IKCMYATAUNN STUX YAIBHMOCTER, 6Tk Takoro T
28 FBl, DHS, HHS Warn of Imminem, Credible N3 0BbIMHO INOyMBILL) > n HbIf KOA Ha Lienesbix wcrwiax.
Ofie npobnemel Geinv pewuensl 8 penuae Firefox 97.0.2, Firefox ESR 91.6.1, Firefox gna Android 97.3.0
Ransomware Threat Against U.S. Hospitals v Focus 97.3.0,
coobiuaet Mozilla.
On Monday n following up on a tip from a reliable sou TexHUuecKkine NOAPOBHOCTI O YA3BUMOCTY NOKS TOXE HE PAIFNALAITEA
that an agg) Cxopee BCero, 4ONCAHKTENLHEA MHGOPMALMA BYAET ONy6IMKOEAHa NOCNE TOTO, K2k BONbLLAR YaCTk NONLI0BATENeN YCTAHOBUT NN
ag to disrupt information tecl pasnenus,

care facilities across the
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industry executives was
healtheare providers.
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Structured data from technical/code sources
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Threat Modelling and Attack Simulations

e Attack simulations can evaluate the risks affecting your system
o Manual system specification
o AWS or Azure environment

m Scans your environment and builds a digital copy %@%
m As granular as you allow it to be éjf;"KTH"%

® Probabilistic simulation
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Meta Attack Language

The open source platform for creation of cyber threat modeling systems
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SecuriCAD, how it looks/ works
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Areas of iImprovement

e Lacks access to current real world data o
o Assumptions based of research —
o Pulls data from “static” lists B
o Slow to react to changes in threat levels “ eson

e Manual setting alterations needed to update
o Reacts to alterations from inside, not outside R

‘I!l-Recorded Future’



E-mails
AWS keys
CVE
Trends
C2 Ingestion

' API Simulation enrichment

Recorded

Future
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The data

e Credential leaks + AWS keys
o Parameters that have a powerful impact on simulations.
o Natural connection between our systems

e (CVEs + (C2s

e Trends
o Industry, Geo, Threat Actors, Attack Vectors
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Putting the Intelligence Graph to work:
Threat Map

Threat Map

All Watch Lists

@ cChinese Hackers Opportunity: 77, Intent: 58

. Lazarus Group
@ Rocket Kitten

@ LockBit Gang
. wazawakd +3
@ Russian Hackers

@ iran

APT19 Deep Panda +2

Intent

@ montdna +1

@ Iranian Hackers
@® @ @ Jacksparrow +1
@ 0 <0090 @ @I inthematrix +5 @ APT29 The Dukes

@ ArTan

Opportuity
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Two Matching Intents, Two Matching Capabilities
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One Matching Intent, Zero Matching Capabilities
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No Connection!
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2 capabiities
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A
High Potential
Intent

Attacker 2

Low Potential Attacker 3
Intent >

>

Low Estimated High Estimated
Opportunity NOTE: in reality, only Attacker 1 would be shown, since the Opportunity
map requires some intent AND capability
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Intent
ORGANIZATION, THREAT ACTOR

APT19 Deep Panda (BRONZE FIRESTONE, Black Vine, Gro
up 72, KungFu Kittens, PinkPanther, Shell Crew)

Notes ® 11 Insikt Group Notes Show recent event
Category Nation State Sponsored
(APT), China Nation State
Sponsored
References 10 000+
First Reference Jan 17,2013
Latest Reference Nov 20, 2022
Location China
Curated *

Attacker 1 [T mr

we11point.com

enti Derusbi (PHOTO)
T1014 (Rootkit) Fire Chili rootkit
Atta C ke r 2 T1027.002 (Software Pack Sakula
T1059.001 (PowerShell) 1 more

€

CVE-2021-44228 (LogdShe... ®

Low Potential Attacker 3
Intent >

Low Estimated High Estimated
Opportunity NOTE: in reality, only Attacker 1 would be shown, since the Opportunity
map requires some intent AND capability




Automated Risk Scoring - A Measure of Resilience!

COMPANY

BMW AG

4i|-Recorded Future

86

HIGH
RISK SCORE

18 of 41 Risk Rules Ti

Show recent events or cyb

Nov 15, 2022

BMW AG ® 85

Volkswagen AG © 96

Jeep @64
Daimler AG

98

Porsche @ 64

Audi

a7

Notes ® 15 Insikt Group Notes
References 10 000 000+
First Reference Apr 12, 2013
Latest Reference Nov 24, 2022
Location Germany
Primary Industry Sector Automotive
Curated *
TRIGGERED RISK RULES
High
I - .—|——|_—|:|_I
Moderate

Informational

® BMW AG

JuN JuL

Currently Triggered Risk Rules « Arrange by Functional Categories

Hide Peers

Risk Rules arranged by Functional Categories provide a framework based on common security functions to groups risk

rules and align risk management processes to. Use the Functional Categories arrangement to quickly prioritize

remediation based on security function.

Ale
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The Modern Security Stack is Automated

Automated i
Actions

Prevent

Prioritize Prioritize Advanced
Triage

Confirmed

Prioritize | Detect Events i

! Initial Triage /
S Monitoring




Thank you!
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Staffan Truvé PhD

CTO & Co-Founder
truve@recordedfuture.com
@truve
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