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Software Development from

to

I deployed it to
Prod after lunch

Can't wait until
tomorrow to
verify my idea

@anderslundsgard




Safety-Critical System — Brake Module

IEC 61508

Functional Safety of
Electrical/Electronic/Program
mable Electronic Safety-
related Systems

R1426

Type-approval of the
Automated Driving System
(ADS) of fully automated
vehicles

R155

Automotive Cybersecurity
regulation

1ISO 26262

Functional Safety of Software
Systems

1ISO 21434

Road vehicles -Cybersecurity
engineering
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Publications

Towards Specification-Driven LLM-Based
Generation of Embedded Automotive Software

Minal Suresh Patil'?*, Gustav Ung® and Mattias Nyberg?

! Umed Universitet, 90187 Umed, Sweden

minalsplcs. umu. se
* Seania, Granparksviigen 10, 15148 Sidertilje, Sweden
{gustav.ung, mattias.nyberg}@scania.com

Abstract. The paper studies how code generation by LLMs can be com-
bined with formal verification to produce eritical embedded software. The
first contribution is a general framework, specZcode, in which LLMs are
combined h different types of eritics that produce feedback for itera-
tive backprompting and fine-tuning. The second contribution presents a
first feasibility study, where a minimalistic instantiation of specZcode,
without iterative backprompting and fine-tuning, is empirically evalu-
ated using three industrial case studies from the heavy vehicle manu-
facturer Scania. The goal is to antomatically generate industrial-quality
code from specifications only. Different combinations of formal ACSL
specifications and natural language specifications are explored. The re-
sults indicate that formally correct code can be generated even without
the application of iterative backprompting and fine-tun;

Keywords: Code Generation . Formal verification - Large Language
Models - A 1 Software Engi ing

1 Introduction

Recent advancements in Large Language Models (LLMs) have shown promi
and sometimes astonishing, results in code generation [35,20]. However, from
several studies [33,41], it is also clear that it is hard to guarantee code correctness
and quality. In the area of antomotive embedded systems, correctness and quality
of the software are crucial. To be more specific, by correciness we here mean
funetional correctness with respect to functional specifications and also absence
of errors that may cause safety and cybersecurity issues. By quality, we mean
all other properties typically expected in embedded code, as defined in coding
standards and guidelines such as MISRA-C [23] and “the power of 107 rules [14].

In the present paper, we consider the problem of using LLMs to generate
source code for eritical embedded software. We make the following two contri-
butions:

* Work was done while the author was at Scania

AlSolA, 2024

VECOGEN: Automating Generation of Formally
Verified C Code with Large Language Models

Merlijn Sevenhuijsen Khashayar Etemadi Matias Nyberg
Scania & KTH Royal Instime of Technology  KTH Roval lnstinie of Technology  Scania & KTH Royal Institte of Technology
Sodertilje, Sweden Stockholm, Sweden Sadertilje, Sweden

meelijin.sevenhuijsen@seania.com

Abrstract—Large Language Models (LLMs) have demonstruted
impressive capabilities in generating code, yel they often produce
with flaws or deviations from intended behavior, lim-

bdress

iehzes @kih.se mattias.nyberg @scania.com

candidates fail compilation or verification, VECOGEN con-
tinues 1o the lieeative code improvement step. Here, VECO-
GEX parses the feedback from the compiler and verifier 1o
guide the LLM in generating improved candidstes, VECOGEN
enaures that the peneraed program candidate is not only
syntactically valid but also formally correct with respect to
the formal specification. The ool can be downloaded from
Aopen.sci 3001

the formal specification, then we are sure the program is
We evaluate VECOGEN on 15 problems preseated in Codeforces
compesitions. (hn these problems, VECOG EX solves 13 problems.
This work shows the putential of combining LLMs with farmal
verification 1o aniomate program generation,

Index Terms—Coude Generation, Large Language Models,
Formal Verification. lierative Code Improvement.

L INTRODUCTION

Large Language Models (LLMs) have demonsirated ver-
saility. excelling in various tasks [1]4]. One of the tasks
where LLMs perform well is the generstion of programs
[S1-{7]. However, despite theis impressive capabilities, LLMs
afien produce programs with errors or inconsistencics. making
them unsaitable for applications requiring high assurance of
correcmess [3]. This lack of trustworthiness poses a significant
challenge 1o safety-critical domains where the comectness of
programs is imperative. Even minor software defects can have
severe consequences in the safety-critical domains, such as
financial losses or threats w human Life [9)-[11]. To address
the lack of trustworthiness, the present paper iniroduces 5 new
tool named VECOGEN, which combines LLMs with formal
verification techniques to automatically generate C programs
that are comect with respect to given specifications.

VECOGEN is hased upon a novel two-step process of
initial code generation and iterative code improvement theough
feedback from a compiler and a formal verifier. In the initial
code generation siep, VECOGEN generates an initial set of
program candidates based on namral language in English and
formal specifications in ANSLISO C Specification Language
(ACSL) [12]. The Weakest Precondition (WF) and Runtime
Emue (RTE) plugins of Frams-C [13] then verify the cor-
rectmess of the program candidates. IF all generated program

Traditional works. not wiilizing LLMs. have addressed the
challenge of generating programs automatically [14]. but they
often face scalability issues [15], [16]. LLMs offer s promising
solution 1o the scalability fssues of generuting 4 program
that meets the specificarions, as explored in prior rescarch.
Mukherjee et al. [17] employ LLMs in o semi-sutomatic
framework that uses human intervention to refine and verify
generated C programs. Similarly, Puil et ol [18] propose
specIeode, o framework that combines LLMs with critics
to iteratively synthesize programs. However, these existing
approaches either rely on manual feedback to the LLM or
do not have a tool that implements the automatic generation.
In contrast. VECOGEN is the first LLM-based tool that fully
automatically generates and verifies C code.

We evaluste VECOGEN o 15 competitive programming
problems 1o assess its effectivensss in penerating formally
verified € programs. VECOGEN solves 13 out of 13 problems,
demonurating its ability o genersie formally verified code
This initial benchmarking showcases the potential of generat-
ing formally verified € code automatically using VECOGER,
potentially allowing for use in safety-critical software devel-
apment.

The paper contains the following contributions:

1} VECOGEN, a novel LLM-based code generation ool for

eratively gencrating formally verified C code.

2) The evaluation of VECOGEN oa VECOSET, a collection
af 15 competitive programming peoblenss.

3) An analysis of the impsct of changing the configueation
of the tol, Le. type of specifieation used. number of
generated programs in each iteration, lemperature, zero-
ar one-shot prompting, and LLM used

The sest of this paper is organized as follows. Section 11
provides background on formal verification and LLM-hased
code generation. Section 11T describes the design and imple-
mentation of VECOGEN. Section IV outlines the experimental

FormaliSE, 2025




Lessons learned and future work

* Promising results on real industrial case studies

* The need and importance of writing complete requirements

* How do we benchmark Al-generated safety-critical code?

* Explore adapting the Al-code generator to internal documentation, coding

standards, and domain-specific resources for specialized contexts
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Industrial challenges (1) LT
Current digital platform The Role of loT in Disaster Management & Emergency
architectures for 10T lack of Planning

timing guarantees for short- —_
latency data communication
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Secured CYBERARK' a2
by CyberAl‘k. q Secure human & machine identities in the cloud. =

Proper mechanism for data privacy and security :
Wi-Fi baby heart monitor may have the worst
Ioﬁsecurity of 2016

40 Gaping security holes, but a fix may be coming for Owlet
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Relations to the call

ISecure support for heterogeneous
connectivity requirements, high security of the
connected devices and response time
requirements

Secure digital platforms for
efficient development,
production and support

Edge computing, fog and cloud technologies
and wireless networks and software-defined
networkssfor industrial applications




Results (so far)

Systematic study of time critical
loT

Systematic study of over 600
publications on temporal
predictability and determinism
within IoT applications

Testbed

Installed téns of different sensors in four
different locations over Vasteras municipality




Edge-cloud
architecture

A secure edge-cloud architecture with
dynamic and time-predictable communication
for 10T systems in industrial environments

RESU":S (to aCh|eve) Data sharing platform

A confidential data sharing platform for
devices, systems and services

0

Proof-of-concept implementations

Proof-of-concept implementations in two use
cases namely autonomous airport and
harbor.




Thank youl!
Do you have any
guestions?

“What we know is a drop. What we don't
know is an ocean.”

- |Isaac Newton
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AORTA: Advanced Offloading for
Real-Time Applications
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Welcome to the presentation on AORTA, a national project focusing on
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real-time robotic applications. This presentation explores the motivation,
challenges, solutions, and future of this transformative initiative.
Project Duration: February 2023 - January 2026
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Why Offloading?

Requirements:

O Energy
0 Compute Resource Faster Response Time Slower
Robot Network Edge
Application
No Module Module
offloading
Network Edge

Application

Offloading into Module t

the network edge

Execution environment Execution environment

e ——

Lower Resource Availability higher



The Need for Dynamic Offloading

L1

)
Mobile Robotics 1[JE Edge Computing

LELIL!
Limited resources at the edge necessitate intelligent offloading.

Communication quality varies in difference areas and compute needs to

be adjusted accordingly to support real-time applications. offloading.

FIeX|b|I|ty < ©J Cost

Provide more possibilities for software updates and maintenance Cost of using edge and cloud resources makes it uneconomical to always

maintenance remotely. uneconomical to always offload.



AORTA: Bridging the Gap

1 Dynamic Offloading

Intelligent decision-making to allocate Reloel@s! (.,lm % 28 RS

resources efficiently. Decide where and

when to offload. 1rm SIS
Robot
2 Enhanced Performance Controller Edge Cloud
Stationary Robots (Q?" .- Module (1. n) Module (1.. n)
Reduced latency, improved Cvedelm  Moedie(n
CRc;:boltl Controll -

H H 1 ihi H ontroller ontroller
responsiveness, and optimized utilization. — et o f@_@j
utilization. @@@@

No Offloading

3 Secu re a nd Sca Iab Ie | Dynamic/Partial Offloading Full Offloading

Legend

AORTA ensures robust security and

seamless scalability for diverse

applications. m

WEBASSEMBLY




AORTA in Action: Use Case
Examples

HKM Pick-and-Place Robot

Offloads complex geometric pose planning calculations to the edge and cloud,
and cloud, enabling real-time adjustments and improved precision in roboticarm
robotic arm movements. This removes the need to have very power full onboard

onboard compute capability and save costs.

Robot Edge server(s)
.............. .
1
P Network Edge server's 1
Q Application data Monitor directory E
S Y I A R S R N R S i
B | application data network state T
Q { '
=+ Sensor data -
AVON AVON AVON Sensor data AVON
< Local execution | End End End > End | Wasm Module
(@) Point point | Task scheduler | Point Control paroms Point
— Ct
< (simplified) (Complex)
Controller Controller
o [
(%]
© Avon Channel
U Serializer Edge host
Y e

Sensory data




Project Testbed

Real-World Applications

Deploying AORTA solutions in various scenarios within robotic domain.

Performance Evaluation

Measuring efficiency, latency, and scalability in realistic settings.
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ollaborative rhesearc o ° (o L R ..-‘31—

7 :_ ' 5 g. M .—‘. _‘ﬂ- “
Working with industry partners to refine and optimize

AORTA.




Future Directions and Use Cases

1

Collaborative use cases

Use cases where several robots collaborate including mobile robots.

L oA
7
2 w P

1l
) i

WebAssembly for more complex applications

Use WASM in scenarios where we have multi-threading applications and

specialized hardware (e.g., GPUs).

3

Improved decision-making algorithms

Improve decision-making algorithms considering both communication and compute resources.
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Robust tradlos infrastruktur for fjarrstyrd virkeslastning

Robust wireless infrastructure for remote timber management

Aamir Mahmood, Aésociate Professor ;
- Department of Computer & Electrical Engineering [--f-‘

Mid Sweden University

Mittuniversitetet Q Telia

MID SWEDEN UNIVERSITY

SkOgFOI‘Sk Sveriges innovationsmyndighet



Agenda

* Teleoperation — Driving digitalization across industry verticals

* Past and Present of “Robust wireless ...” project

* Remote Timber (Vinnova, 2019-2022) — Teleoperation in forestry digital
value chain

* Robust Wireless (Vinnova, 2023-2025)

* Future of teleoperation
 Lessons from the Past, Vision for 6G



Teleoperation

Tel®rohotics onstruction ﬁ



https://ukplantoperators.com/dx225lc-7x-teleoperation-showpiece-on-doosan-bauma-stand/
https://im-mining.com/tag/teleremote/
https://www.plantandequipment.news/news/product-updates/volvo-ce-tests-worlds-first-high-lift-tele-operation-over-5g/
https://www.solitonsystems.com/low-latency-video/remote-operation/telerobotics

Remote-Timber (VINNOVA, 2019—2022)

Port automation

5G Wireless

increasing loads at ports

Crane handling, positioning rubber-
tyred gantries (RTGs) to load/unload
containers within stacking area

Improving workflow efficiency with
limited on-site operators; reducing
exposure to dangerous conditions

Radio slices

Teleoperated machines (cranes,
bulldozers, excavators)

Mining automation

Flexible, saf tion f -
exible, sate operation 1or ever- e e e e e e e e e o  — —  — — — — — — — — — — — — — — — — — — N Teleoperator

Services

Internet

Teleoperated forestry

— N
<

7

\

- |
_—~" Wheel loader
= (waiting) /

/

[ Automated loading & unloading
workflow at timber terminals to
optimize distributed logistics;

[ Handling uneven load with
centralized, remote operation
of several terminals.

A/\rrival of timber
truck at terminal

( > Enhancing safety and productivity by N
automated tasks (from ore extraction
to transportation)
»| Remote-controlled drill rig; assessing
ore via video streams
\ _J

35



Remote Timber-Demo |

Timber terminal Remote-Timber: 5G test site
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Results and Lessons Learned

To serve one vehicle in a constrained
space, over-provisioning of radio
resources was needed to satisfy latency
and throughput needs.

Performance quickly degraded with
distance from the base station

Stationary terminal; piles are not- A
flexible network infrastructure that could
handle coverage needs in a dynamic
timber layout

Handling connectivity needs within a
constrained set of radio resources
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Robust wireless infrastructure for remote timber management
(Vinnova, 2023 - 2025)

Project objectives and progress

* Build a RAN architecture in a demonstrator environment where the data flow can be
guaranteed to 100% over the surface through seamless simultaneous connection.

1. RAN Architecture

* Create 95% coverage over a demonstrator .. - @ ®
. . ackhau Claud RAN ronthau ﬁ
environment modeled after a lumber terminal ;o sicing
through drone-mounted base stations. T atocer ormsener @) lab |

| Dataflgde? J  J~/ ¥ ]
3. MEC-Assisted Automation

* Produce a demonstrator that can achieve SLA
requireme nts W|th a 50% reduction in 4. Drone-Mounted 5G for extended and dynamic coverage




Cell-on-Wings:

Starlink

Cell-on-wings

e

..

_é—_

Baseband & local core

0.9

= Round trip time (RTT)
== Qutbound: UE-to-AWS
== |nbound: AWS-to-UE

80 100 120 140 160 180 200
x (ms)

Measuring latency performance using Two-Way Active
Measurement Protocol (TWAMP).
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Future of Teleoperation

Knowledge base

. . @ )/
Semantics sharing vironment model g
FoTTTT > 9 - ey
= "6 =
1 k model i
; O :
o '
_____________ Sensors . Multimodal observation Perception and control
| A) . and Semantics from multimodal
A, =Y semantics fusion
Cinte B e BN ()
(o] Data
AN _Data ) SN
< —
] ( Backhaul  Control
| 6G Edge design for
@I_@ Semantic communication

Remote operator




Future of Teleoperation

Yet Another Project?

* Whyis 5G insufficient, and if 6G can be the savior?
» Industry verticals need holistic approaches that address their unique
requirements beyond capacity.

* |ndustry verticals adopt new technology with cost-benefit analysis
» Not by chasing hype or relying solely on a research-driven focus on
innovations.

* 6G will still be insufficient
» If the application context and Al/ML are not correctly integrated into
the co-design for communication and control for industry verticals,



Project partners

& @ BIOMETRIA

Mittuniversitetet

MID SWEDEN UNIVERSITY

ERICSSON 2

(©

skogforsk

WVINNOV/A

Sveriges innovationsmyndighet
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Royal Swedish Academy of
Engineering Sciences

- e

Robust tradlos
infrastruktur {6r
fjarrstyrd
virkeshantering

Vart forskningsprojekt syftar till
att I6sa problemet med
begransad 5G-tackning pa
avlagsna virkesterminaler och
andra svaratkomliga omraden.
Dessa platser saknar ofta
tillracklig infrastruktur for att
mojliggora fjarrstyrning av tunga
skogsmaskiner, vilket paverkar
bade effektivitet och sakerhet
negativt.
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