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Agenda spar E - del 2

13.00-13.20 Inspirationstalare - Jan-Ake Larsson, Linkdpings universitet
13:20-14.00 Projektpresentationer

14.00-1414 Mingel i rummet

141414:53 Projektpresentationer

14.53-15.00 Summering



Inspirationstalare

Kvantkrypto

Jan-Ake Larsson, Linképings universitet



Projekt

ACE CyberSafe
Christer Ahlund



»lo' -.!h R —— ]

!«\ i 8 --n,il,-la"m,

|mﬁ... mm.ns T

7 \ (=i
e symys nammm Semm
=y ‘w. T ——

x\\ ....w”.-._..l.\\\ popm ——
g FEF] ERER)

IJ\ \. is £
m\ SLL Sl pmms . FEmm

"" Ll.

‘/ =W pil

‘/ - — "“ ..! g e R
W w—

// \ 5 () —

N o

/ =3
e S
==

XY EE
AV

Center of
Energy

Arctic

A




ACE CyberSafe

An experimental test bed for
Increased cyber security in connected
buildings

IN PARTERSHIP WITH
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ABB

POWERED BY
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ACE CyberSafe

Syfte

Att starka cybersakerheten i framtidens uppkopplade
fastigheter med samexisterande loT-system for olika
funktioner i ett byggnadsautomationssystem (BAS),
dar cybersakerheten i delsystem monitoreras och
orkestreras utifran de sékerhetslosningar varje
delsystem tillampar.

Resultat

Resultat av projektet kommer att tillgangliggoras |
form av en testbed utrustad med state-of-the-art
teknologi med flertalet I0oT-system som kommunicerar
mot en BAS funktionalitet med tillganglighet till
dataset, ML/Al-metoder och visualisering/dash-board
som ma@jliggor anpassade utokningar for experiment

Effekter

Ett motstandskraftigt samhéalle genom 6kad kunskap
och forstaelse om cybersakerhet i uppkopplade
fastigheter med heterogena system genom
anomalidetektering, autentisering och integritetskotroll
av funktioner och data.
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37.8% of computers managing smart building automation systems
facing malicious attacks in the first half of 2019 originates from a
Kaspersky Lab report published in 2019. The report analyzed the
cybersecurity threats to smart buildings and building automation
systems (BAS)
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https://www.shodan.io/dashboard
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Projekt

SEAS (Sustainable Energy with Adaptive Security)

Pierre Kleberger



SEAS
Sustainable Energy with Adaptive Security

Hallbar energi med adaptiv sakerhet




publicerat: 2023-10-31 09:30

Nu blir det enklare fo
stiidtj'zinstmarlumdema

4rharen pilotstudie for Tesurser

5 v rse
s caiira fOr dessa typer av resi sduan
1f}ggssr;‘en fortydligats for variabla resurser och dirm

r variabla resurser att delta pa

. tion och forbrukning
med variabel produk tomarkna den. Nu har

Under nstan W T att delta pa stodans

phgtt for att méil
forkvalificeringspr

Publicerad: 31 oktober 2023 11:23

Freja Offshore ansoker om
tillstand for havsvindpark pa
Sveriges ostkust

lvo Cars startar ny
::farsenhet - ska tjana
pengar pa laddningen

2 cenhet for pro
ar en ny aﬁarseda hall.

dning at bada
tiﬁnster s_on'g "‘Z" lad_ r Aren energik
. ing" y S&ger

o Cars Ener

dukter och

lexander
A gy Solutions.

avslutas pilotstudien.

Insats for IT- och OT-sakerhet inom energisektorn start oktober 2022. Motiveringen ftill
insats: "/ och med ett anstréngt sékerhetspolitiskt ldge i Sveriges ndromrade dér energi dr
en del av konflikten och IT-incidenter mot energisektorn har observerats har MSB
beslutat att starta upp en samverkansgrupp rérande cyberfysiska system kopplat till energi.

Syftet med denna gruppering &r att proaktivt dela information och i hdndelse av incidenter

samordna, varna och stédja.”

Nyhet: Nya féreskrifter om incitament for kvalitet och effektivt natutnyttjande i
intdktsramsregleringen

Nu finns nya foreskrifter publicerade om incitament fér kvalitet och effektivt natutnytfjande i intakisramsregleringen. Fareskrifterna trader i kraft den 15 november 2023.

Nyhet: Hdga elpriser ledde till 6kat intresse och fler flexibla kunder pa elmarknaden

EU:s energisystem behover bli mer
flexibelt enligt ny rapport

En 6kning av fornybar energi fran sol och vind stéller krav pa

ett mer flexibelt energisystem. Det skriver EU-myndigheten

Europas framtida
energiutmaningar
- Flexibilitet som
hornsten for forny-
bar
energiovergang

ACER* och Europeiska miljobyran (European Environment

Agency (EEA)) i en gemensam rapport som publicerades den
20 oktober.

Uppsala planerar
kombinerad energilosning
for starkt krisberedskap

Uppsala kan ga i braschen for en ny kombination av energikéallor som kan
starka stadens krisheredskap och paskynda 6vergangen till fossilfri energi
En forstudie av Uppsala Vatten och Avfall AB och BioDriv Ost foreslar att

kombinera biogas, vatgas..

— bréinsleprodu

Svenska kraftnat -
varnar - Vatten-
kraftens miljéan-
passning hotar
energisystemet

|.'“I
(MK 1.| ; J’H_E

Sa ska energibranschen klara
de 6kade cyberhoten

It-hoten mot energibranschen har ékat under senare ar. Nu
ar flera initiativ pa gang for att stirka cybersikerheten i branschen. Detta
stiller storre krav pa samtliga energibolag. Men att tolka alla nya direktiv och

OX2 och Nor

forstudie poss dkalk gy
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Ekosystem av attkensumenter

Industrier, bostader, etc

molnbaserade styr- - \‘ oty

Balansmarknad i

OCh kontrollsystem Frekvens, flexibilitet .
l—lfl l—[ ‘ 7 Kt

—0

1.

Natverk av decentraliserade
uppkopplade

o—
IR

._I_'

Volatila kraftproducenter

Solkraft, vindkraft
E

Prognoser
Pris, produktion, vader, efterfragan

- effektgenererande enheter

+ flexibla effektanvandare

* lagringssystem

Lagringsaktorer

Mer diversifierat, mer distribuerat Siogas vatienkeas Chbote  Vatges batterieretc
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Om projektet

» Finansierat av Vinnova

» Partners
» Linkdpings universitet (LiU)
» Utvecklingsklustret Energi AB
» RISE Research Institutes of Sweden
» Sectra

SEAS

» Period: 2021-2023 Sustainable Energy Adaptive Security

»  Vivill kunna maojliggora omstallningen
till fornybar energi genom férbéattrad
riskhantering och adaptiv sakerhet

how. oo EI'E UKEAB  SECTRA



Resultat fran projektet

» Utvecklade och demonstrerade use-cases for energy clouds
» Nya metoder for hotanalys och riskhantering for dessa system

» Riktlinjer for cybersakerhet i energy clouds

hwi e Bl ukeas  SEcTRA
SE




Private/hybrid cloud

Small-scale energy

Large-scale
J energy SCADA systems (layer 4 both
generation services generation and
: consumption
system (layer 1) Real-time ption)

control

_~cAB  SECTRA
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SEAS riskmetod - sammanfattning

Kontinuerlig riskbeddémning | ISO/SAE 21434

VANAN

Beroendemodellering | SBOM

( Molnzoner 1

| Common Criteria

UKEAB SECTRA



Modell for sakerhetsdvervakning av:

Molnbaserade styr & kontrollsystem

Seni
Cloud Control System ervices

Data Export

. } Data Import
» QOvervaka kontroll-loopar %@

» Feedbackdata

» Styrdata

Security System Feedback Data

v
Control Data
Alarm

Physical Plant/System

» Infor felsakert tillstand
» Liknar odrift

» FOr mer information kring
sakerhet och risker
» Se rapporten fran projektet

how o g{z UKEAB  SECTRA



Lardomar

» Molntjanster starkt 6kande inom energisektorn

» Nya risker i molnbaserade styr & kontrollsystem
» Robusthet mot cyberattacker - en central faktor
» Kravs mer forstaelse for olika attackmodeller

» Riskhanteringsmetoder fran relaterade teknikomraden anpassningsbara
» Kombination av metoder fran IEC 62443 och ISO/SAE 21434 fungerar med viss anpassning
» Behov av automatiserade verktyg

» Samarbeten med manga parter kraver en kontinuerlig narhet i fragorna
» Tydliga modeller (inkl. sakerhetsfragor) for samarbete saknas

UKEAB SECTRA




Projekt

CyREC (Cybersecurity for Resilient Energy Communities of the Future)

Pierre Kleberger



@/REC

Cybersecurity for Resilient Energy Communiti f the Future

Cybersakerhet for framtidens resilienta epergigemenskaper




Energigemenskaper (Energy Communities)

» “an effective and cost-efficient way to

meet citizens' needs and expectations &) 4:.1_,
regarding energy sources, services R
and local participation™ {\\ i Y e
» decentralisering — méa . A HHEE A fiea:
g — manga aktorer L A L A
» fysiska eller virtuella

» mojliggorare for flexibilitet

1 Directive (EU) 2019/944 of the European Parliament and of the Council of 5 June 2019 on common rules for the internal market for electricity and amending
Directive 2012/27/EU

howo oo EIIE UKEAB SECTRA EMULATS



Exempelscenario

3

= Control
| system

TSO system
. -='.|
- 4 + Battery vendor
| Se— system

|

oy
t;?:.* Aggregator
| system

!

" BRP and BSP
systems

I

*

TSO system

TSO — Transmission System Owner
BRP — Balance Responsible Party
BSP — Balancing Service Provider

how o EIIE UKEAB SECTRA EMULATS



Fragestallningar

» Vad ar mojliggorare och hinder for nya teknologier kopplat till energigemenskaper?

» Hur kan vi modellera effektiva samarbeten kring sakerhet i en miljo med manga
aktorer?

» Hur kan vi kombinera nya digitala plattformar med kritisk infrastruktur?
» Hur anpassar vi metoder for hot- och riskanalys?

» Hur kan vi utvardera energigemenskapers féormaga att motsta cyberattacker?

how o EIIE UKEAB SECTRA EMULATS



Fragestallningar

» Vad ar mojliggorare och hinder for nya teknologier kopplat till energigemenskaper?

» Hur kan vi modellera effektiva samarbeten kring sakerhet i en milj6 med manga
aktorer?

» Hur kan vi kombinera nya digitala plattformar med kritisk infrastruktur?
» Hur anpassar vi metoder for hot- och riskanalys?

» Hur kan vi utvardera energigemenskapers féormaga att motsta cyberattacker?

how o EIIE UKEAB SECTRA EMULATS



Modeller for samarbete

»

»

»

»

flera modeller mgjliga
» beror pa lagstiftning och affarsmodeller

olika intressen/agendor fran
existerande aktorer
» nya aktorer introduceras

idag framvaxande: hybrider av olika
modeller

stor osakerhet vad galler riskansvar
och Iésningar

I. u LINKQZ HGS
oW LKIVERSITET

RI.

UKEAB

SECTRA

EMULAT=

SE



Hot- och Riskmetoder

Ny hot- och
riskmetod for Verktygsstod Test & Evaluering

energigemenskaper

identifierar risker dar IT och OT mots
hur sakrar vi nya plattformar och dess kontroll av styrsystem

tar hansyn till bade cyberséakerhet och funktionssakerhet

kontinuerlig riskhantering
uppdateras allt eftersom nya k&nda sarbarheter identifieras

hur kan de involverade parterna identifiera och belysa risker
skall enkelt kunna integreras i befintliga processer



Kort om projektet 1 ovrigt

» Nuvarande status » Total budget: 10MKkr

» Manad 15 av 24
» Avslutas november 2025

» Partners

Emulate Energy
Link6pings universitet (LiU)

>

4

>

4

» Andra resultat » Utvecklingsklustret Energi AB
» 4 exjobb (1 avslutat) » RISE Research Institutes of Sweden
» Sakerhetsmodeller for » Sectra

attacksimulering och
intrangsdetektering

how o EIIE UKEAB SECTRA EMULATS



Mingel



Projekt

BizGuardian Connect: Privacy-Preserving Data Aggregation for
Government and Business

Alejandro Russo



BizGuardian Connect

Privacy-Preserving Data Aggregations for
Government and Business

Alejandro Russo
CEO / Co-founder DPella AB

D dpella



3.1. Datadelning — en av de storsta utmaningarna

En viktig erfarenhet ar att det ofta ar liknande rattsliga fragor som uppstar bland
innovationsaktérer, oavsett om verksamheterna ar stora eller sma, unga eller gamla i
branschen. Mycket av diskussionerna har kretsat kring integritets- och
dataskyddsfragor som uppstar nar verksamheter pa olika satt delar data med varandra
i innovationssyfte. Datadelning ar utan konkurrens den fraga som oftast kommit upp i
kartlaggningen och det som uppfattas medféra flest legala utmaningar fér
innovationsaktérerna.

Data sharing is, without competition, the issue that most
gmoffen came up in the survey and the one that is
mmoerceived to entail the most legal challenges for the

22 Nnnovation actors. & A\



https://www.imy.se/globalassets/dokument/rapporter/delredovisning-av-uppdrag-om-kunskapshojande-insatser-till-innovationssystemet-om-integritets--och-dataskyddsfragor.pdf
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Lay user + ChatGPT
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Number of households per type Totalexpenses perreason
1E+09

~
’

160

2. We detect changes

147 147 100000000

1.43E+07
1.44E+07

140

10000000

120 2. We detect changes
1000000
< <
100 HH 00
100000 -2 G932
T~ < < [TeNTe]
=3 N ooy 29
80 —— [eNw] @M
o0 0 0w
10000 - gu -5 E 535 010
60 { ' 8% |
50 st 1000 -
: | | |
100 - RR-
11
0 1
EB EMB EUB SMB SUB us

R1 R2 R3 R4 RS R6 R7 R8 RO R10

m 2022 m2023
m 2022 m2023

1. Analytics are aggregated and anonymized!

EB Enbart barn

EMB Ensamstdiende med barn

EUB Ensamstdende utan barm

SMB e 3. Can ChatGPT explain the nature of such a

SUB sammanboende utan bam o change in R? using additional data? Qﬁ

us Uppgift saknas



Prompt for ChatGPT:

Describe the analytics

Provide additional
information

Describe the changes

Ask to de-anonymize

Based on that online information, what kind of support is the amount of 110,582
kr given in one year and the additional information found in the URL provided
above? Can you figure out what is the reason R9 more likely to correspond?




ChatGPT in action!

@ ChatGPT

<« O (3 https//chatgptcom

@Y @& ChatGPT

What can | help with?

A municipality is interested in releasing yearly statistics about the population, concretely they e
release:

1. Histogram bf households per household type
2. Total expenses per reason of support
Insight #1: From 2022 to 2023 a new household has been included in the dataset. This household

0B ® (1]

BS Create image Help me write Surprise me ] Summarize text More

ChatGPT can make mistakes. Check important info




Differential Privacy
Technology

- Quantify privacy protection

- Robust against future (i) Al models
and (ii) additional information

- Science-based (math) guarantees

(O'\



Business-level data

= & o 4l

Analyfic Bl & Reporting

¢ dpella

unleash the power of analytics

Injection of calibrated
random noise to the
result of the analytics
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M‘: filal ook = R e




go B

OMSORG

BizGuardian

th ST g8
PN
.n;,'?' .'_" =

CHALMERS




 Two bachelor thesis with
Chalmers University

The projec_l_ WPS . O.pen source releases

- WP1: Design of a Standardized Differential

Privacy Service API * Patent application
PCT/SE2024/050923
* WP2: ACCUI’CICY for Data-Dependent - Scientific article under review
Analyfics
» WP3: Strongly Typed SQL-like Language for
Queries + Validation of DP
. . « Awareness of risks

Environment

* WP5: Demonstration of Public Sector Case
Studies

85% Completed Q{)


https://github.com/dpella/webdp-v2
https://github.com/dpella/frontdp

Project facts

* Project name: BizGuardian Connect: Privacy-
Preserving Data Aggregation for Government
& Business

* Project Coordinator: DPella AB

» Presenter: Alejandro Russo, CEO of DPella AB
(alejandro@dpella.io)

* Project Manager: Carola Compa (DPella AB)
(carola@dpella.io)

» Participants: Chalmers University, Pulsen
Omsorg AB, DPella AB

» Duration: 2023/11/15 -2025/03/31




Projekt

Anonymization Defense — GUARD
Tor Skoglund
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Basics

. 2 years duration
. Started a year ago

. Budget 7.5 MSEK

A Avancerad
Dlgltallserlng |

Rl.
NZ  (@saas  Teknikfretogen  VINNOVA The work is performed with financing from VINNOVA within the program of Advanced Digitalization S



Project partners

. RISE (Coordinator)
. Engage Studios
. Hoégskolan i Halmstad

A Avancerad
Dlgltallserlng |

Rl.
NZ  (@saas  Teknikfretogen  VINNOVA The work is performed with financing from VINNOVA within the program of Advanced Digitalization S



Introduction

. Increasing demand for data collection

causes friction with regulations such as
GDPR

ni



Introduction

. Increasing demand for data collection
causes friction with regulations such as
GDPR

 Current anonymization algorithms
remove to much valuable information

- Thereis a need to keep more of the non-
identifying information in the data

ni



Challenges

e Reconstruction attacks.

e Adversarial attacks.

e Vulnerabilities in the detection stage.

e Unknown unknowns.

e Explainability.




Challenges

ae(7p)




Challenges

ae(7p)




Challenges

ae(7p)




Challenges

De-ldentification
System
[ Malicious Actor I

[ Reconstruction ]

Attack Model

ni



The solution

De-ldentification
System
[ Malicious Actor I

[ Reconstruction ]
Attack Model

N



The solution

Corrupts data
characteristics!

ni



The solution

Diffusion-based
recovery of the data
distribution.

ni



0.0001

Identity Retrieval at FAR

The solution

Post Reconstruction Attack

‘o Aggregated results

from five facial

& B recognition models /
biometric system

Identity Retrieval at FAR = 0.001

ni



Improvements to the system

o Diffusion-based generative modeling-
defense makes the de-identification non-
reversible.

o Diffusion defense also improves attribute

retention and visual quality. \&
« Improved training methods for better gaze ] |
retention. SV 2 P
o Adversarial attack prevention has been P
S &
identified.

« Explainable automatic detection of
malicious data.

ni



Conclusion

GUARD investigates cyber-security
issues for face de-identification.

Reconstruction attacks works on a
wide range of state-of-the-art de-
identification methods.

Reconstruction attacks are
preventable without drawbacks

ni



Tor Skoglund

RISE

tor.skoglund@ri.se

Felix Rosberg

Engage Studios

felix.rosberg@engagestudios.com

ni



Projekt

Al-baserad cybersakerhet for CAN och IP kommunikation i
befintlig fordonsmiljo

Tobias Bertilsson



Existing Vehicle Environment

January 23, 2025

bron.

VINNOVA

Sveriges innovationsmyndighet

SECURITY BY

SWEDEN




CLIOVISTEKr

Al-based Cybersecurity for CAN and IP Communication in
Existing Vehicle Environment

Cybersakerhet for avancerad industriell digitalisering

May 2021 = Jan 2023

CLAVISTEK

VINNOVA

Sveriges innovationsmyndighet




CLOVISTEK

Project Motivation

CONNECTED CARS

Vehicles are becoming increasingly digital and
connected, which also makes them more
vulnerable to cyberattacks.

In a future where more and more vehicles become
autonomous, cyberattacks could have even
greater consequences.
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CLOVISTEK
Project Goal

Battle Management Systems

+ Test Al monitoring on a specific vehicle type | |
(Technology is applicable to any vehicle type) Sights and Video Cameras

Communication Systems
Sensors

+ Demonstrate Al capabilities for detecting misbehaving
communication in IP and CAN environments Weapon System Computers

Engine Control Systems

» Efficiently deploy Al-based monitoring in vehicle environments

/
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Al-based Communication Behavior Monitoring

Define relevant subsystems
Tap into data streams
Train Al models

Verify models using simulated
attacks on CAN & IP

= Digital twin
= \ehicle environment
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Project Results

= Project goals successfully achieved

= Al models were trained & validated for
detecting simulated attacks on CAN & IP

= Deployed Al models on local hardware
inside the vehicle platform

= |dentified roadmap for future
developments regarding features &
requirements

= Local model training
= Improve model configuration
= Improve runtime environments constraints
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How Did Clavister Use the Results?

= Improvements of the Al algorithm
= |mproved core routines for model adaptation
= Optimized for low resources in terms of Memory and CPU utilization
= On-device training & embedded hardware support

= Al technology released to the market
= Packaged as a C programming library
= Offered to partners for integration in partner products & solutions
= Integrated in Clavister NetWall firewall software 15.00.00, powering Al policies for [P network communication behavior monitoring.

= Continued Research

= MAGIC (Vinnova) — Application of Al technology for IDS capabilities in vehicle platforms
= CISSAN (Vinnova) — Application of Al technology for cyber protection and operational monitoring of electrical power grids.
= COMMANDS (EDF) — Application of Al technology for cyber protection of autonomous and remote-controlled vehicles
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Tack!

Nu dags for fika, utstalining
och gemensamt pass.
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