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What is LeakPro and what is it not?

LeakPro = Leakage Profiling and 2i:< Oversight of ML Models




What is LeakPro and what is it not?

LeakPro = Leakage Profiling and Oversight of ML Models
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What is LeakPro and what is it not?

* A tool to assess leakage of processes that use sensitive data

4
g ? What processes?
* => Stay tuned.

@ +
A\ 4
+ ? What kind of questions can LeakPro address?
4 ’ —>» Examples include:
4

LE AKPRO “Is this data part of the training set?”’

“What data was used during training?”

“I know part of the data, complete the rest.”

“Can my synthetic data be linked to sensitive data?”
“Is 1t safe to share this model via API”

“Are certain data more prone to leakage?”’

Independent of modality



Why is LeakPro needed?

“Eftt viktigt hinder 4r dagens begrinsade tillgang till data, och svarigheterna
gt mssenens att dela data mellan och inom myndigheter...Resultatet blir att manga
Fard plan potentiella l16sningar inom omraden som vard och omsorg, brottsbekampning
fo r Sye ri ge och kontakten mellan privatpersoner och myndigheter forblir outnyttjade.”

“...finns en politisk vilja att underlidtta mojligheten att dela och anvénda
data. Trots de vidtagna initiativen finns det emellertid fortfarande
betydande svérigheter, sdvél legala som mer tekniska, for hela samhéllet
att dra full nytta av den strategiska resurs som véra data utgor.”

“Al-kommissionen anser att Sverige borde ta en ledande roll
inom sa kallade privacy enhancing technologies (PET). PET
ar avgorande for att forena innovation och integritet.”




Why is LeakPro needed? o, .
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Why is LeakPro needed?

Build fundamental knowledge

* —>» Understand threats to sensitive data and how to limit those

=>  Unlock collaboration for model training

L . ’¢
A s
. —>» Enable others to leverage benefits from trained models
s/ .

—>» Assess privacy-enhancing technologies
LEAKPRO

Enable synthetic data sharing

Create audit trail for GDPR



How are we building LeakPro?

Ways to reason around privacy

Formally Informally Experimentally
Provides rigorous privacy guarantees, Principle-based often due to policies, V Empirical assessment in real-world or
V ¢.g., differential privacy, homomorphic V ¢.g., data minimization, transparency simulated environments
encryption & consent
V Threat model clearly defined
>(  Abstracts out many components of X Subject to interpretation

threat modelling
Model as a probabilistic experiment via
X Lacks formal guarantees games, lots of inspiration from security
x Mechanisms deteriorate performance

V Games can be related to other games
X May be very conservative

x May be stronger attacks



How are we building LeakPro?

Ways to reason around privacy

* Experimentally
S

‘ V Empirical assessment in real-world or
simulated environments

*
o +
‘\ + V Threat model clearly defined
+
V Model as a probabilistic experiment via
games, lots of inspiration from security

LEAKPRO

/

V Games can be related to other games

x May be stronger attacks



-the-art attack Current state:

—>» No standardized way of measuring leakage
=>» Research results are fragmented
=>» Difficult to understand the assumptions

=>» No easy-to-use tool



>-of-the-art attack

e-of-the-art attack USing LeakPro:
—>» A coherent way of measuring leakage

—>» State-of-the-art attacks unified

—>» Assumptions adaptable towards user scenario

—>» Essentially plug and play



How are we building LeakPro?

The three work packages (WPs)

WP1: Membership Inference

WP2: Federated Learning WP3: Synthetic Data

Adversary access: API

‘ Goal 1: Membership inference

Black-box setting

data point

ARl ACCCSS Output prediction

@ Adversary access: server

i

Goal: Data reconstruction
(Gradient Inversion Attac
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Max utility
Min privac

E% Adversary access: synthetic data
“pwet

‘ Goal: infer data from original data

synthetic data
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sensitive dataset
train generative model
generative

model



Vision

@ very high
(3 high
‘ (] average
Approach: | I [ [ O low

9 Open-source

9 Support for different data modalities Likelihood

9 Stay close to research frontier

9 Strong focus on practical feasibility

B ;E\%—»

Developer

Privacy assessment Trained model



Real World Use-cases

Camera Surveillance

Face recognition
(image data)

Drug Discovery
Violecular Property Prediction
(graph data)

%

PIl Removal
Named Entity Recognition
(text data)

Healthcare

Length-of-stay Prediction
(tabular data)



Conclusion

V Open Source

&/ Easy to use a ‘

Legal expert
&/ Holistic

V State-of-the-art

Developer

Privacy assessment Trained model

https://github.com/aidotse/L.eakPro
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Background

Wend in Pystemsmnd hip2

* Increasing degree of integration and
compute power on one chip

» Hore coresmmore parallel software
threads

* Hore sharing of chip resources
[@achesmnterconnectm..p

* bower system cost reanpowerp

« Vew safety and security issuesnefgf
sideachannels

+sers rely on software for securitynbut
often hardware platforms offer no
guaranteesf

) ardware behaviour is often insufficiently
documented
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The Securityertification Gap

CHALMERS

UNIVERSITY OF TECHNOLOGY

Security Target - 1041ma1b

File Edit View History Bookmarks Tools Help

Security Target - 1041matb ¢ X | +

¢ @ https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Zertifizierung/Reporte/Reporte1000/1041ma1b_pdf.pdf Lm0 xd

Certified applications, databases, biometrics devices,
4.4 Assumptions

A.PRIVILEGED_EXECUTABLES

All privileged executables are approved by the integrator. The integrator thereby takes responsibility
that the privileged executables have been developed according to the TOE User Manuals and do not
violate the SSP. The integrator takes responsibility not to put privileged executables and non-
privileged executables into the same partition.

Certified operating systems (including separation kernels)

Application Note: The TOE User Manuals provide detailed guidance on secure configuration and
usage of the TOE.

A.HARDWARE
The underlying hardware, firmware and bootloader needed by PikeOS to guarantee secure operation

provide the necessary properties, are working correctly and have no undocumented or unintended
security critical side effect onthe functions of the TOE. v
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The hardware must fulfill the following requireme/nls—,{s/explajned inthe TOE User Manuals:
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" “No undocumented or unintended security critical side effect”

project proposal was formulated for kinnova’s | ybersecurity for advanced industrial digitalization2l PPWLoI ertifiable
Pystemsoond hip for Pafetyd ritical Industrial : pplications
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the information security provider
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The CSSTII Project

Whe project extends an existing hardware design to provide
« Wming isolation between software modules

« ) ardware design evaluation to ensure that it provide security
guarantees

..pals2

* Increase awareness of cybersecurity when it comes to hardware
designs

« < ridge gap between certified software and hardware platforms

x roject proposal focused on changes to the hardware platform to achieve
timing isolation

Whe project has performed a | ommon | riteria D | psecurity evaluation of
the hardware platformf Whisntombined with a | | evaluated PF
environmentnwill enable the creation ofa |l | certified ) F t PF platformf
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Results

* F ork performed2

Mstablished Pecurity Warget
weveloped and extended ( x... prototype design
x erformed security evaluation

* Xroject outcomes?2

Increased awareness of problem area

wemo of al | security evaluated ) F — wesign will be available
from csstiifgaislerfcom with some collateral

Mxtensions of ) F building blocks

Besults to be applied to future ..aisler’s products D.BU g and
..BWxkp

Mxtensions to Vetworkand hip Ix included in a startaup

* | hanges during the project2

Pome scope creep — intent was to focus on timing isolation
featuresnsecurity targets now also depend on functional
separation featuresf

Peveral documentation updates to V' Mbk and | W Vol user
manuals to make evaluation feasiblef

| ontinued work?2

CHALMERS
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Further collaborations

* Mnd users interested in evaluating the prototype
platform

* Mnd users with requirements on security evaluation
« Poftware vendors with | | evaluated PF products

« wesigners interested in the hardware building
blocks

rRONTGRADC

| ontact persons?2

Nan : nderssonm.aislermianT gaislerfcom

loannis Pourdism halmers Wekniska ) ogskolam
sourdisT chalmersfse

Basma : rabynatsec information securitym
rasmaT atsecfcom

-— A
= SEC—
Y A
rity provider

the information secul

cucgauSxi
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1Software Projects

isks while Promoting (Re)use
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Open Source
Software Health

« An Open Source Software project’s
capability to stay viable and maintained
over time without interruption or
weakening

@johanlinaker

Photo by Jan Piatkowski | https://unsplash.com/photos/e opz9bkwRO s



Open Source
Software Health

* Productivity: There is an active
development of the project

* Robustness: The development is open
and spread out on several (independent)
individuals

* Openness: Users of the project can
influence and contribute to the
development of the project

@johanlinaker

Photo by Markus Frieauff | https://unsplash.com/photos/IJ0KiXI4 uys



Linus’ law

« "Given enough eyeballs, all bugs are
shallow”

* Requires that enough eyeballs actually
reaches the codebase

* Free-riding, for both good and bad

@johanlinaker

Photo by Frida Bredesen | https://unsplash.com/photos/c1fFVO8N7qE



Brain-time as a Common
Pool Resource

« “Brain-time” and maintenance effort is
subtractable

* Maintainers are humans, not robots

— Burnout, changed family or working
conditions

« Companies must adapt to stay
competitive

— Refactorization, new products,
changed business model

@johanlinaker
Photo by NeONBRAND | https://unsplash.com/photos/KYxXMTp Tzek



* An MD asks questions and uses tools * A developer asks questions and uses

at disposal to examine the patient, tools at disposal to examine the OSS
identify symptoms, arrive at a

project, identify symptoms, arrive at
diagnosis, and prescribe a treatment. @ a sourcing decision, and potential

actions for community engagement.

nx

@johanlinaker
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Health and Security
Management for OSS
(HASMOSS)

« 2021-23 Vinnova-funded R&D-project

RISE, Scania, Debricked, Addalot

Goals:

— Enable health analysis at intake and
acquisition of OSS, and ongoing
consumption

— Enable sourcing decisions and
proactive health improving measures

ni



@johanlinaker

Photo by Jaredd Craig | https://unsplash.com/photos/HH4WBGNyltc

What can we find in
literature?

» 146 studies

e 107 characteristics
(+associated metrics

* Divided over 15 themes

» Supplementary material:
https://doi.org/10.6084/m9.figshare.201
37175

» Paper:
https://www.ri.se/sites/default/files/202
2-09/0pensym2022-6%20%281%29.pdf

RI.
S


https://doi.org/10.6084/m9.figshare.20137175
https://doi.org/10.6084/m9.figshare.20137175
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What does experts say?

* 17 interviews with industry and
community experts

* 4 areas critical to classify projects,
impacting what metrics to prioritize and
how tough

« 21 areas of complementary metrics
considering

— Community productivity, and stability
— Orchestration

— Production process and outputs

R
S



Project Classifier

* Life-cycle stage

— 1) inception, 2) growth, 3) stabilization, and 4) decline

* Project Complexity

— scope, size, and technical complexity of the codebase

» Governance concentration
— impact on the project’s openness to input and external
influence on decisions and transparency of discussions
» Strategic Importance

— importance of the OSS project from a business and technical
perspective

Photo by Annie Spratt | https://unsplash.com/p hotos/open-book-page-vpFiAD-WWEs



Going from theory to practice

* What:

— Lower risk of OSS used and considered in the intake process

* How:

— Set up an intake and screening process for new and existing OSS dependencies

— Monitor health and make proactive decisions on sourcing options and community engagement

» Key requirements:
— Decentralized, self-managed process
— Enable but don’t overburden developers

— Enable follow-up and actionable insights

@johanlinaker

ni



Semi-automating the health-check
process

(7) Health issues investigated in manual inspection
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intake (2) Manual | |ncjude and — — (6) Indicates OSS
inspection ®
oY (5) Continuous potential with
L (=Y — - (4) Existing OSS- quantitative health health issues
(8) Identify ! dependencies assessment (e.g., in
alternative Cl/CD)
Exclude
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Human Infrastructrue in support of a
sustainable maintenance

 Maintainer resources

@johanlinaker

Managing social expectations and
peer-pressure

Balancing of workload with capacity
Finding time through funding

Work-life balance and prioritization

« Community resources

Embracing the episodic contributors
Mitigating toxicity
Promoting inclusiveness

Managing impact of project
characteristics

Low-cost contributor support
Marketing and outreach

Distributing knowledge

ni



Resource funding

* Full-time employment dedicated to
projects

» Partially-dedicated employment

* Entrepreneurship, a common but risky
endeavor

» Sponsorship, a diverse and limited source
of income

@johanlinaker

Photo by Anne Nygérd | https://unsplash.com/photos/brown-and-white-pap er-bag-OtqaCE_SEMI



Slide #44 | @johanlinaker
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